Aryan Gurung

gurungaryan73@gmail.com | +917477596692 | heathen.in

EXPERIENCE

CYBERSMITHSECURE | RED TEAM AND INCIDENT RESPONSE
Aug 2023 - May 2024 | Mumbai, IN
e Red Team assessments using C2 frameworks, built and maintained
attack infrastructure, developed FUD exploits to bypass detection,
and collaborated on incident analysis and threat mitigation.

SUBCONSCIOUS COMPUTE | SYSTEM SECURITY ENGINEERING
Jul 2022 - Sep 2022 | Bangalore, IN

e Built a kernel-level security tool in Rust using eBPF for threat
detection. Wrote efficient low-level code, solved complex security
issues, and optimized output for ML-based threat analysis

VIKASANA | PRESIDENCY UNIVERSITY R&D - CYBERSECURITY
Aug 2021 - Oct 2022 | Bangalore, IN

e Solved complex CTF challenges, led workshops on advanced
cybersecurity topics, promoted security awareness, and applied
critical thinking to real-world research scenarios.

GPCSSI2021 | GURUGRAM PoLIcE, CYBER CELL INTERN
Jun 2021 - Jul 2022 | Gurugram, IN

¢ |nvestigated phishing, financial fraud, and dark web activity, traced
cybercrimes using advanced tools, analyzed social media threats and
promoted safe online practices.

PROJECTS

MOOX | RusT, EGUI, EFRAMES, GUI, CROSS PLATFORM
e GUI based Text Editor with Org Mode like features.

HADES | Go, WINDOWS, THREAT HUNTING
e Designed to assist threat hunting by analyzing system behavior

SYSLOG-EBPF | RusT, BPF, CLI, LINUX, THREAT HUNTING
e Logs live syscalls over linux’s kernel land using eBPF

STIVALE2 | C, SHELL, MAKE FILE, KERNEL
e Abare bone kernel implementation

CERTIFICATIONS

+ OSCP+ (ONGOING)

+ ISO/IEC 27001 INFORMATION SECURITY ASSOCIATE

« OPENSECURITYTRAINING2 DBG1011; BEGINNER WINDBG

* FOUNDATION LEVEL THREAT INTELLIGENCE ANALYST

* MICROSOFT RUST

* WEBHACKING/PENETRATION TESTING & BUG BOUNTY HUNTING

AWARDS

2022 Hacktoberfest Contribution Badge & Swag for valid PR
2021 Hacktoberfest Contribution Badge

EDUCATION
PRESIDENCY UNIVERSITY

Bangalore, India

Apr 2020 - Aug 2024

B.TECH IN COMPUTER ENGINEERING
SPECIALIZATION IN CYBER SECURITY

SKILLS

PROGRAMMING

C/C++ e Rust e Nasm
Python e Go e Java
JavaScript e Typescript e C#

TECHNOLOGY

Git/Github ¢ AWS e Linux
Bash e Powershell ¢ Docker
IDA Pro e Ghidra e Wireshark
Burpsuit ¢ Metsaploit ¢ Havoc

SECURITY

e Network Penetration Testing

e WebApp & API Penetration Testing
¢ Incident Response and Threat
Analysis

e Exploit Development and POC
analysis

e Malware Analysis and Reverse
Engineering

e Red Team Operations

COURSEWORK

UNDERGRADUATE

Object Oriented Programming in C+
Operating Systems

Compiler Design

Data Structure and Algorithm
Database Management System
Artificial Intelligence
Engineering Mathematics
System Architecture

Web Security e Ethical Hacking
Cryptography e Data Forensics
Physics ¢ Chemistry

LINKS

LinkedIn:// aryan-gurung30
Github:// h3athen
Github:// Oxlilith
Website:// heathen.in
Website:// Oxlilith.github.io
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